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FileNet — Agency Technical Support Sheet

If you have issues logging into FileNet you should check these items.

Task Name Short Description Page Reference
General Account Information
FileNet requires an internet connection and is accessible at

{ https://my.ny.gov/

y FileNet Link Page 2
h A or

https://content.ny.gov/navigator/?desktop=NYSDSBSCfinanceOSAgency

f NY.gov Account FileNet requires all end users to have an active NY.gov ID account for Page 2
v 8 authentication. This account will be used to login. g
{ NY.gov / ID and How to get help with ID and Password Issues Page 3
4 Password

End-users with active NY.gov accounts will be role mapped into FileNet based
FileNet Roles on function. Users roles are mapped by the Agency Security Administrator Page 2
(ASA) in conjunction with the Agency Finance Liaison.

y

& Browser Information

PC
{ Supported Browsers | FileNet is supported in IE 8, 9, 10; Firefox; Chrome (if email feature will not be N/A

used)
Pop-Up Blockers Turn off pop-up blockers Page 4
\ A Trusted Sites Add https://services.bsc.ny.gov Page 4
Compatibility View IE 10 only Page 4

Y

¥ | V.7 Update 51.2 If the email feature will be used, note that Internet Explorer 10 must be used.

X The system requires Java version 7.51.2 or greater installed on each PC using
FileNet. We recommend the latest version of Java, which is 1.8ul71. If the
email feature will not be used, Java install is not needed.

Page 5

Java Configuration / Console Options
% V. 7 Update 51.2 This section should !oe used to confirm configuration details for Java on the
h A user workstation using Java console.

Pages5 &6



https://my.ny.gov/
https://content.ny.gov/navigator/?desktop=NYSDSBSCfinanceOSAgency
https://services.bsc.ny.gov/

FileNet Link and NY.gov Login

Using either:

https://content.ny.gov/navigator

/?desktop=NYSDSBSCfinanceOSA

enc

or
https://my.ny.gov/

Login to Filenet using your
NY.gov credentials.

If you need assistance logging
into the NY.gov portal page,
please consult with your
Agency IT resources to gain
access.

For additional information
regarding NY.gov please visit
https://ws04.nyenet.state.ny.us

/SelfReg

V3/agencyContact.xhtml

plaafll login after reading the Accaptable Use Policylil

4 NY.gov ID

Username:

Password:

Agency & Contact

ACCEPTABLE USE POLICY FOR USERS OF NY gov

Filenet Login

After successfully logging into
the NY.gov portal you should
have a button displaying

BSC Agency FileNet Services.

If you do not have this button
available, please consult with
your Agency Finance Liaison to
confirm access.

All Agency Credit Card,
Accounts Payable and
Purchasing FileNet users will
access the worklists using this
NY.gov portal button.

Change Password  »

Update My Account  »

App Enrollment >

About NY.gov ID >

FAQs >

Help Desk Information

My NY.gov Online Services

State Agencles

You are logged in as -- Log Out

Welcome Michele to the My NY User Management site at NY.gov
Your NY.gov ID is

You previously logged in at Wed Mar 05 08:22:22 EST 2014

You have access to the following applications

I BSC Agency FileNet Services I

e-Learning Application |

ITS Inside Edge |

NYS IT Service Management System|

Statewide Learning Management |

Statewide Telephone Directory |



https://content.ny.gov/navigator/?desktop=NYSDSBSCfinanceOSAgency
https://content.ny.gov/navigator/?desktop=NYSDSBSCfinanceOSAgency
https://content.ny.gov/navigator/?desktop=NYSDSBSCfinanceOSAgency
https://my.ny.gov/
https://ws04.nyenet.state.ny.us/SelfRegV3/agencyContact.xhtml
https://ws04.nyenet.state.ny.us/SelfRegV3/agencyContact.xhtml
https://ws04.nyenet.state.ny.us/SelfRegV3/agencyContact.xhtml

General Contact Information for FileNet

How do | set up a new account in FileNet?
The designated Agency Liaison will need to contact BSC's Agency Security Administrator (ASA). BSC's ASA can be
contacted via email at 0GS.sm.BSCFileNet@ogs.ny.gov.

How to manage my NY.gov ID Account, UserlD and Password
Does my government NY.gov ID account password expire?
Yes. A government NY.gov ID password expires ninety days from the time it was last changed, or after one hundred
eighty days of inactivity.
What should I do if | forget my password?
Passwords can be reset but not recovered. If you forget your password, the “Forgot Your Password” link on the NY.gov
login screen provides you with the ability to reset your password.
If you require additional assistance, contact the Customer Care Center at (518) 457-4272.
What should I do if | forget my password and forget the answers to my password reset questions?
The “Forgot Your Password” service provides the option to reset your password by shared secrets or email. The email
option is only available if you have an email address listed on your account.

If you require additional assistance, contact the Customer Care Center at (518) 457-4272.

Can | change my government NY.gov ID password?
Yes. You can change your password at any time by logging on to my.ny.gov with your NY.gov ID and password.

e C(Click “Change Password” from left menu.
e Follow the instructions provided.

If you require additional assistance, contact the Customer Care Center at (518) 457-4272.

What should I do if | forget my NY.gov user ID?

Click on the “Forgot your Username” link on the login screen. You will be taken to a screen where you enter your
information and your username will be emailed to you.

If you require additional assistance, contact the Customer Care Center at (518) 457-4272.

What should I do if | forget my NY.gov user ID and password?

First, request your Username (as documented above) and then return to the login page and click on the “Forgot your

Password” link.

If you require additional assistance, contact the Customer Care Center at (518) 457-4272.


mailto:OGS.sm.BSCFileNet@ogs.ny.gov

Browser Configurations

1) Verify Pop-Up Blocker under Tools is turned off
2) Verify Trusted Sites are set for https://content.ny.gov/navigator/?desktop=NYSDSBSCfinanceOSAgency

3) IE10Only - Add https://content.ny.gov/navigator/?desktop=NYSDSBSCfinanceOSAgency into Compatibility View
under Tools

. My NY.gov ID - Windows Internet Explorer provided by New York State 065

B ﬁ

@O @ I-n https: /w04 nyenet state.ny.us/bin/Myy j&“} X

5 @ suggested Stes v | Web Sice Gallery v ] blark

ﬂMyNY,govID | | {}? R @A v Page~ Safetyl Tools v @'I

Search all of NY.gov

# Bing

. Favorites

My NY.gov Online Services
Jotenetopins 2| | S

ged in as abrown13 - Log Out

“Generd Searty [pcy | ontent | Comectons | Prorams | Advnced |

WY.qov
Change Password  » Select a zone to view or change security settings.

¢ G

Internet  Localintrarflkt Trusted sites tricted

Update My Account »

ites
App Enrollment i
™ " o Sites Management System
J This zone contains websites that you -
AboutNY.govD > ;":‘m? damage your computer o taming Management
You have websites in this zone,

FAQs » [~Security level for this zone

Custom

Help Desk Information Custom settings.

-To change the settings, click Custom level,
List of Agency and -To use the recommended settings, cick Defauit evel.

Online Services Help
Desk Information
[~ Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level
Reset al zones to default level

@ Some settinas are managed by your system administrator,

0K|Camd|»'«pp\‘»/|



https://content.ny.gov/navigator/?desktop=NYSDSBSCfinanceOSAgency
https://content.ny.gov/navigator/?desktop=NYSDSBSCfinanceOSAgency

Java V.1.7.51 or Greater

User’s computer
needs to be at Java
Version 7 Update
51.2, preferably latest
version (8 Update
171).

This setting can be
checked by selecting
Tools, then Manage
Add-ons from your
browser window.

Warning — Security
Message may pop up,
if it does check the
box that says Always
trust content from
this publisher and
select Run.

Y Favorites | i (5 Welcome to SpiraTeam £ Self Service Desk ] Web Slice Galle:

@ nttp://searchlight/

@Yy
SEARCHIIGHT -......::

Program Directory
Business Tools
Policies & Guidelines
Human Resources
Technology Services

NEW! - SFS

SEARCH THE i! =

Welcome, .

w M. Cuomo, Governor RoAnn M. Destito,

F GENERAL SERVICES EMPLOYEE INFO

1A Home

VO iIP Phone

Reference Guides

/& state Directory @ LATS

For New Phone System
in the Corning Tower

VOIP Reference Guides

@] Lunch My

B -8 -

r-

=

o)
&

=

5 deh v Page~ Safety~

Diagnos

ection Problems.

1y v @) NYSInformation Technol... ] SFS < BSC Website ] SLMS - New York Statewi... [ FILENET-BSC ] IBM DatacapUAT

Reopen Last Browsing Session

Work Offline

<l Manage ons

Compatibility View

Compatibility View Settings

Full Screen
Toolbars

Explorer Bars

> Developer Tools

Suggested Sites

Fiddler

OneNote Linked Notes

Lync Click to Call
Send to OneNote

77 Internet Options

b

Unknown Zone (Mixed) | Protected Mode: Off

A~ ®m100% -

All 3 of the Java
Plug-ins shown below
need to be installed.
The 2 SSV Helper
add-ons may not be
installed when Java is
updated remotely and
may require Admin-
level assistance to
locate and install.

Program Directory

Manage Add-ons

View and manage your Internet Explorer add-ons

Name

XML DOM Document 3.0
XML HTTP 3.0

& Toolbars and Extensions
>~ Search Providers

&4 InPrivate Filtering

Not Available
O Fiddler
@0, OneNote Linked Notes
W Send to OneNote

fa? 1o A " !

Publisher Status File date
12/5/2013 9:02 PM
12/5/20139:02 PM

Enabled
Enabled

Microsoft Corporation
Microsoft Corporation

Not Available
Not Available
Not Available

Enabled
Enabled
Enabled

Version

Load time

8110.7601....
8.110.7601....

15.0.4420.0
15.0.4551.0

Java(tm) Plug-In 2 SSV Helper
Java(tm) Plug-In SSV Helper
Java Plug-in10.51.2

Enabled
Enabled
Enabled

2/25/2014 8:11 AM
2/25/2014 8:11 AM
2/25/2014 8:11 AM

Oracle America, Inc.
Oracle America, Inc.
Oracle America, Inc.

7051013
7051013
7051013

WebEx

All add-ons -

Select an add-on to modify status or view details

Find more toolbars and extensions.
Learn more about toolbars and extensions

WebEx Communication... Enabled 6/21/2011 2:37 AM

27.20,201...




Java configuration for https://services.bsc.ny.gov
Start > All Programs > Java > Configure Java

@ Internet Explorer
E System Center Endpoint Protection
<A XPS Viewer
. Accessories
| Adobe Administrator
.. IRM Tools
1 Java
|%] About Java
4| Check For Updates
|| Configure Java
%) Get Help
[ﬁj Visit Java.com
.. Maintenance
. Microsoft Office 2013
1. Microsoft Silverlight

Documents

Pictures

Music

Computer

Control Panel

1. Microsoft System Center 2012 R2 Devices and Printers
. Startup
Default Programs
Help and Support
4 Back

l Search programs and files

Go to Security tab and lower Security Level to medium
\%)ivaControlPanel o] ® ==

| General | 3ava| Security | Advanced|

Enable Java content in the browser

Security Level

lﬂj Very High

High (minimum recommended)

> Medium
Least secure setting - All Java applications will be allowed to run after presenting a security prompt.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts.

Click Edit Site List...
to add items to this list. |

Edit Site List... ]

Restore Security Prompts | | Manage Certificates... |

o) Comai ] [



https://services.bsc.ny.gov/

When you get to the Exception Site List screen, click on Add

|£] Java Control Panel [a]® =]
| General I Java] Security l A.dvanced|

Enable Java content in the browser
Security Level
LlﬂJ ;  Very High
)| Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

f,h, FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Type in https://services.bsc.ny.gov

Iﬁ]ava Control Panel E“ = |@

| General | Java| Security | Advanced

Enable Java content in the browser

Security Level

lﬂ - Very High
|
| £ Exception Site List @

Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts.

Location
[ ptips:fjservices bsc.gov ]

""Lh FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

|

Click Add > Then click OK > Then click OK on the bottom



https://services.bsc.ny.gov/

